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Tém tit

Hdu qua cua viéc tan cong lam thay déi giao dién, ngi dung ciia Website la dac biét nghiém
trong. Vi vay, phdi c6 nhing phuwong phdp phat hién kip thoi nhing hinh thic tan cong nay
nham han ché téi da hdu qua. Trong bai bao nay, tac gia trinh bay mot phwong phdp méi
cho phép phat hi¢n s thay déi giao dién, ngi dung cua Website. Phuong phdp dé xudt duwoc
phét trién dua trén ham bam va cdc ky thudt doi sanh chugi d@é tim su thay déi néi dung duwa
trén su khac biét giza hai tai lieu HTML (Hyper Text Markup Language) cia cung mgt trang
Web tgi hai thoi diém khdc nhau. Pong thoi, ap dung thuqt toan C4.5 (Quinlan, 1993) aé
tang d¢ chinh xac cua céc canh bdo bdo mdt. Hon thé nira, tac gia da trién khai thanh mét
#ng dung véi giao dién hai hoa, dé sir dung. Két qud thuc nghiém cho thay hé thang phéat
hién chinh xac va canh bao kip thoi cho quan trj vién Website khi ¢6 si thay doi ngi dung.
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Abstract

Recently the impacts of hackers’ attacks which change the interface and content of Website
are particularly serious. Therefore, there should be methods to allow real-time detection of
these changes to reduce the consequences of these attacks. This article presents a new method
to detect the changes of the interface and content of Website. Our proposed method is
developed based on the HTML Boyer-Moore algorithm combined with the MD5 hash
function and has been built into an application with a user-friendly interface. Moreover, we
applied C4.5 algorithm to enhance the accuracy of the warning messages. Changes to the
Website such as inserting new content, deleting or editing old content, changing the format,
color, size, and type of content will be immediately recorded and notified to the Website
administrator. The application will also highlight the locations of these changes and send a
warning message and recommendations to the webmaster for processing. Experiment results
show that the proposed method can accurately locate and produce spontaneous warnings to
the Website administrator.

Keywords: Defacement attack; Defect attack alert; Integrity checking; String matching;
Website monitoring.

Article identifier: http://tckh.dlu.edu.vn/index.php/tckhdhdl/article/view/412
Atrticle type: (peer-reviewed) Full-length research article

Copyright © 2018 The author(s).

Licensing: This article is licensed under a CC BY-NC-ND 4.0

25


http://tckh.dlu.edu.vn/index.php/tckhdhdl/article/view/412
http://creativecommons.org/licenses/by-nc-nd/4.0/

Trin Déc Tét, Bang L& Nam, va Pham Nguyén Huy Phuong
1. DAT VAN DE

Trong cac nam gan dy, viéc tng dung cong nghé thong tin (CNTT) ngay cang
dugc tang cudng trong cac co quan, doanh nghiép, t6 chue dac biét dbi véi cac co sé gido
duc, do la trién khai rong réi cac hé thong quan ly, cung cap céc dich vu hanh chinh cong
truc tuyen timg budc thiét 1ap chinh quyen dién tir... Cung véi su phat trién (ng dung
CNTT, mdi nguy vé an toan, bao mat dbi véi cac hé thong thdng tin quan Iy ciing ngay
cang gia ting. Cac hoat dong tan cong mang nham vao céc Cong/trang thong tin di¢n tir
(TTPT) clia cac co quan gido duc va cac t chuc tai Viét Nam c6 diu hiéu gia ting, luén
dung trudce nguy co thudng truc vé mat an toan, an ninh théng tin (ATANTT).

Mt trong nhitng hinh thirc tan cdng (defacement) duoc biét rong rai nhat 1a tin
cong thay doi noi dung, giao dién cia Website (Gaurav, Newley, & Jason, 2015). Hinh
thirc tin cong nay thudng sir dung cdc ma doc (virus, worm, trojan...) dé xda bo, sira doi,
hoac thay thé noi dung céc trang Web trén hé thong (Webserver) (Stalling, 1999). L
hong Website 1a muc tiéu tiém tang cua viéc tin «cdng vi cac myc dich khac nhau. Nhitng
ké pha hoai c6 cac cong cu dé tim kiém céc 156 hong Website mot cach sau rong va nhanh
chéng, tiép theo s& tién hanh khai thac nhimg diém yéu d6 (Amanda, 2003; OWASP,
2017).

Nhiing cudc tin cong thay doi Website da duoc thuc hién dé xam pham tinh toan
ven cia Website bang mot trong nhiing hinh thirc sau: Thay d6i noi dung cua trang Web;
Thay di bat ky phan nao cua noi dung trang Web; Thay thé toan bo trang Web; Chuyén
hudng trang Web; va Pha huy hoac x6a bo trang Web (Charles, Shari, & Jonathan, 2015;
British Broadcasting Company, 2014; & Cuc An toan Théng tin, 2016). Cac hé thng
kiém soét an ninh mang nhu Firewall, VPN (Virtual Private Network), PKI (Public Key
Infrastructure),... 1a nhitng cong cu quan trong dé bao vé cho hé thbng Website duoc an
toan hon, nhung cac hé thong noi trén khdng day du dé dam bao an ninh Website, do d6
can nhitng co ché dam bao an ninh tét hon (Hiép hoi An toan Théng tin Viét Nam, 2017).
Trong thyc té c6 nhiéu phuong phap dugce dé xuat dé bao vé hé thbng Website chdng lai
C4C cudc tan cong. Tuy nhién cac phuong phép nay ciing c6 nhiéu wu va nhugc diém, cu
thé nhu cac mo ta sau.

Cashin (2000) d& xuat chuong trinh x4c minh tinh toan ven cua tap tin. Chuong
trinh nay giup xac dinh liéu mot ké xam nhap di sira d6i gi trong may tinh, bang cach tao
ra mot co s& dit liéu mai chinh 1a mét ban sao caa nhitng dit liéu can bao vé. Ban co s
dir liéu méi nay duoc luu triv & noi nao d6 an toan va sau d6 c¢6 thé dugc sir dung dé so
sanh nham phét hién bat ky stra d6i bat hop phap trong may tinh. K§ thuat nay chwa c6
phuong an tu bao vé minh khi ban than bi tan cong. Xiang va Hongtao (2008) dé xuat hai
k¥ thuat sir dung so d6 Watermarking dé phat hién cac trang Web gia mao. Phuong phap
nay sur dung ky thuat HMAC (Keyed-Hashing for Message Authentication) hoac ky thuat
NNSC (Nonnegative Sparse Coding) dé tao ra mot hinh ma tir mot trang Web va sau d6
nhlng vao trong trang Web. Khi c¢d sy ¢ gia mao xay ra, hinh mo trong trang Web gia
mao s€ bi xda hoac khoéng phu hop vai ndi dung, dua vao do ta s€ canh bao. Davanzo,
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Medvet, va Bartoli (2010) dé xuit mét cdng nghé cho phép phét hién defacement ty dong
bang cach xay dung mot hd so mau cho trang Web. Trang Web duoc theo ddi va mdi khi
c6 diéu gi d6 "bat thudng" xay ra, s& goi canh bao cho nguoi dung. Tushar, Vineet, va
Vivek (2011) da phat trién mot trinh duyét Web mau, c6 thé duoc st dung dé kiém tra,
phét hién defacement Website véi co ché hoat dong nhu sau: Sau khi ma Website bang
trinh duyét, trang web s& dugc theo doi va sir dung ham bam dé 1y ma bam cua Website,
luu triv lai, sau mot khoang thoi gian Website dwoc bam lai. Mot ty chon kiém tra
Website ¢6 bi tan cdng duoc trao cho ngudi quan tri. Ngudi quan tri Kiém tra ma bam
hién tai cua Website so sanh v6i ma bam da luu trude d6. Néu hai ma bam giong nhau ¢6
nghia la Website binh thuong, néu khong glong thi nghia 1a da bi tAn cong. Nguodi quan
tri cd thé phuc hdi Website vé mic dinh ban dau. Phuong phap nay chi hiéu qua ddi véi
cac trang tinh.

Bén canh do, Tushar, Vineet, va Vivek (2012) ciing dé xuat co ché phat hién tan
cdng Website va phat hién chinh xac vi tri cia sy tin cdng bang céch sir dung thuat toan
Diff. Bang cach tich hop cac k¥ thuat phat hién tan cong trén mot trinh duyét Web. Véi
k¥ thuat nay, ho tinh toAn ma bam cho cac Website va so sanh véi ma bam da luu trude
do6 twong (ng véi Website d6. Néu két qua so sanh ma bam 1a gidong nhau thi danh dau né
binh thudng, néu khac s& duoc danh dau 1 bi tAn cdng. Vi cac trang bi danh dau 12 bi
tan cong s& sir dung thuat toan Diff, tinh toan so sanh giira hai trang thai cua mot trang dé
phét hién ra vi tri bi tan cong. Céc tac gia ciing danh gia cach tiép can cua ho hiéu qua
hon so vai cac cach tiép can khac vai bon tham sé: Do phic tap khdng gian; Do phuic tap
thoi gian; S 1an phat hién tin cong; va Gia thanh. Tuy nhién co ché nay chi 4p dung cho
cac Website tinh.

Ramniwas, Nikhil, va Deepak (2014) dé xuat mot cach tiép can méi dé phat hién
Website bi tan cong bang cach phan tich cac tap tin nhat ky (log file). Cac tap tin nhat ky
duoc trich xuat tir may cha Web va duoc xt ly dé lay thong tin can thiét. Théng tin nay
s& duoc chuyén sang dinh dang XML (eXtensible Markup Language), vi cac thong tin &
dinh dang XML s& gilp viéc tim kiém hiéu qua hon so véi dinh dang vin ban thuan. Sau
khi xir ly xong, tap tin nhat ky s& duoc phan tich dé tim ra cac mau va cac mau nay sé
duoc str dung dé phat hién ra cac Website bi tan cong. Phuong phéap nay kha hidu qua,
tuy nhién viéc phét hién tin cong hoan toan phu thudc vao tap tin nhat ky, vi mot ly do
nao d6 néu bi stra doi thi s& bo qua cac trudng hop bi tan cong dan dén khong canh bao
kip thoi. Rashmi va Shahzia (2015) dé xuat co ché phat hién tin céng bang cach su dung
ham bam. Hé thdng dugc dé xuat bao gom phaét trién mot mo-dun tich hop vao may cha
Web Apache dé phat hién tan cong trong cac Website va tu dong cau hinh dé trang bj tan
cdng khong hién thi khi may chi Web nhan dwoc yéu cau tir nguoi dung hop phép.
Phuong phap nay kha hay khi dé xuat ngin can ngudi ding hop phép truy cap cac Website
d3 b tAn céng. Tuy nhién né ciing chi pht hop cho cac trang tinh.

V6i mong muon xay dung mot phuong phép hiéu qua hon, ching tdi nghién ctu
phuong phap méi ket hop giam sat trong mang noi b6 (Local Area Network - LAN) va
gidm sét tir xa. Phuong phap nay két hgp nhiéu yéu t6 nhu giam sat may chu, co s dir
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liéu, sir dung ham bam va cac k¥ thuat ddi sanh chudi dé tim su thay doi noi dung dua
trén su khac biét giira hai tai licu HTML cua cing mot Website tai hai thoi diém khac
nhau. Ddng thoi 4p dung thuat toan C4.5 dé gia ting do chinh xac cua cac canh béo. Tur
d6 xay dung hé thong gidm sat Website nham phat hién kip thoi cac cudc tan cong dé
dam bao tinh toan ven cua trang, dong thoi tao ra thong diép canh bao ¢ y nghia khi da
bi tin cong. Dac biét, hé théng nay di khic phuc dugc téi da nhitng han ché da duoc dé
cap o trén.

Noi dung ctia bai bao duoc to chirc nhu sau: Muc 2 trinh bay cac kién thie co s Iy
thuyet; Muc 3 dé xuat phuong phap phat hi¢n ;én cong; Muc 4 trinh bay céc két qua thuc
nghiém khi trién khai hé thong; va Muc 5 la két luan va huéng nghién ctru twong lai.

2. CO SO LY THUYET
2.1. Ham bam

Ham bam mat ma 1a ham toan hoc chuyén doi mot ban tin c6 do dai bat ky thanh
mét day bit c6 d6 dai cd dinh (tdy thudc vao thuat toan bam). Day bit nay duoc goi la ban
tin rat gon (message digest) hay gia tri bam (hash value), biéu dién cho ban tin ban dau.
Céc thuat toan vé ham bam dong MD (Message Digest) gom MD2, MD4, MD5 do Rivest
(1992) dé xuat. Gia tri bam theo cac thuat toan nay c6 do dai ¢ dinh la 16 Byte. Phuong
phap Secure Hash Standard (SHS) 1a chuan gém tap hop céc thuét toan bim mat ma an
toan (Secure Hash Algorithm - SHA) nhu SHA-1 (20 Byte), SHA-256 (32 Byte), SHA-
512 (64 Byte) do NIST va NSA xay dyng. Him bam an toan SHA phuc tap hon nhiéu,
dia trén cac phuong phap twong ty. Ngoai ra con c6 mot sé thuat toan khac nhu:
RIPEMD, HAVAL, Whirlpool, va Tiger. Cac ham bam dé cap & trén déu c6 tinh bao mat
cao, trong d6 ho SHA duoc coi 14 c6 tinh bao mat cao nhat. Tuy nhién, xét vé toc 6 ma
hoa thi MD5 13 ham bam c6 toc do ma hoé cao nhat (Piyush & Sandeep, 2014). Vi vay,
tac gia chon MDS5 dé xay dung cac co ché nham phat hién su thay d6i caa Website.

2.2.  Dbisanh chudi

_ Thuat toan Boyer-Moore (Boyer & Moore, 1977) la thuat toan thuc hi¢n tim kiém
chuoi rat hiéu qua trong thyc tien. Thuat toan kiem tra cac ky tu cua mau tur phai sang trai
va khi phat hién su khac nhau dau tién, thuat toan sé tien hanh dich theo hai cach:

e  Cach 1: Dich sao cho nhiing phéan da so sanh trong 1an truéc khép vai nhiing
phan giong no trong lan sau;

e  C&ch 2: Coi ky ty dau tién khong khép trén van ban la b = T[j+i-1], ta s& dich
sao cho n6 c6 mot ky tu giong b trén xau mau khop vao vi tri do (neu co
nhiéu vi tri xuat hién b trén xau mau chon vi tri phai nhat).

V6i T[O .. n-1] 1 van ban ¢6 n ky tu va P[0 .. m-1] la cum tir can tim ¢6 m Ky ty
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véi m <= n. Thuat todn duyét cac ky tu trong P tur phai sang trai, trong truong hop khéng
khép (hodc tim thay P trong T) n6 sir dung hai ham tinh lai gié tri & dich chuyén P. Hai
ham dich chuyén duoc dung trong thuat toan goi 1a phép dich chuyén hau t (good-suffix
shift) hay 1a phép dich chuyén trung khép va dich chuyén ky tu tdi (bad character shift).

2.3.  Thuit toan ciy quyét dinh C4.5

Thuat toan C4.5 (Quinlan, 1993) 1a mét thuat toan duoc cai tién cho phép xu Iy
trén tap dit liéu co cac thudc tinh sb, tap dir liéu bi thiéu va bj nhidu. Thuat toan nay thuc
hién phan 16p tap mau theo chién luoc uu tién theo chiéu sau, xét tat ca cac phép thir co
thé dé phan chia tap dir liéu va chon ra mot phép thir co gia tri GainRatio tot nhat
(GainRatio 1a dai lvong danh gia do hiéu qua cta thudc tinh dung dé thyuc hién phép tach
khi phat trién cay quyét dinh).

e Thugc tinh phan logi: Shannon (1948) dua ra ly thuyét théng tin cung cap
mot khai niém dé do tinh thuan nhat caa mot tap hop goi la Entropy. Gia sir
cac vi du cua tap S thudc i loai va c6 C gia tri phan loai thi cong thic Entropy
t6ng quat duoc biéu dién nhu trong cong thirc (1).

Entropy(S)= -3, (P;logp,) 1)

e Dg lpi thong tin: DG loi thong tin (Information Gain) la mot phép do hiéu
suat phan loai cac vi du cua mét thudc tinh. Vi du, Gain(S, A) cua thudc tinh
A, trén tap S, dugc dinh nghia nhu cong thic (2) sau day:

. . Sy
Gain(S,4)=Entropy(S)- 2 yaes (1) //T// Entropy(S,) (2)

Trong d6: Values(A) 1a tap hop cd thé c6 gia tri cua thudc tinh A; Sy 1a tap con cua
S chura céc vi du 6 thugc tinh A mang gié tri v.

e Tysudtloi ich (GainRatio): Thuat toan C4.5 mé rong cach tinh d6 loi thong
tin thanh ti suat lgi ich dé c6 gang khac phuc sy thién léch. Ti suat lgi ich
dugc xac dinh bai cong thuc (3).

. . _ Gain(S,P)
GainRatio(S,P)= SplinfolS.P) (3)

Trong do6: Splitinfo(S,P) la thong tin do phéan tach P trén co s¢ gia tri cua thugc
tinh phén loai S. Céng thac tinh nhu trong (4).

|Pi] 2l

Splitlnfo(S,P)= - Ji=y 17 log 1 @
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Trong d6: P la tap céac ,gié tri thuoc tinh cua S; Pi 1a tap con cua tap P ang voi
thudc tinh S gia tri vi; va C la so gia tri phan loai.

2.4. XAy dung co ché phin tich va phat hién sy thay doi ciia Website

Mot Website bao gdm céc thanh phan chinh nhu Domain, Host, Source, va
Database. Tuong tng véi cac thanh phan nay Ia nhirng k§ thuat tin cong khac nhau, ching
han nhu: Kiém soét truy cap website, chiém hitu phién 1am viéc, loi dung céc thiéu sét
trong viéc kiém tra dir liéu nhap hop 1€ hay dé 16 thong tin, tir chéi dich vu... Sy phan
chia nhu vay gilp xem xét van dé rd rang hon dé xay dung tam co ché phan tlch va phat
hién su thay doi ciia website, chi tiét trinh bay nhu dudi day.

2.4.1. Co ché phét hién thay doi thdng sé cia tén mién

Pé phong ngira may chu tén mién (Domain Name System-DNS) bj tin cong
(David, Manos, Paul, Tatuya, & Wenke, 2008) lam sai léch thong tin ban dau hoic bi
chuyén hudng truy cap vao Website gia mao ngudi quan tri website s& khai bao théng tin
(tén mién, dia chi IP (Internet Protocol) cia may chu Webserver) va s& duoc luu trir lai.
Dinh ky kiém tra bang céch sir dung thuat toan d6i sanh chudi (da trinh bay & Myc 2.2)
dé so sanh thong tin da khai bao va thong tin duoc phan giai tir Internet (thdng qua nhiéu
DNS Server). Néu c6 sy khac biét s& dua ra canh béo, so do thuat toan minh hoa nhu
trong Hinh 1. Céc y tudng thuat toan nhu sau:

e Ly théng tin da luu trir trén hé thong va théng tin nhan duoc khi truy van
trén moi1 truong Internet;

e Sau d6 so sanh cAc thdng tin trén, néu giong nhau tirc 1a chua c6 sy thay doi,
nén Website la an toan. Néu khac nhau tac thi thong so DNS da bi stra doi,
hé thong s€ gui canh béo.

_— e ——

/Théng tin truy™

/
( Thén ong tin Mau\
\

\vén tr Interne
e " e
TN R
SN e C N\
»<_ Khdc bigt >—cs»( Canhbio )
\\r// \‘“m.____ L ~
Khang
¥
(Khéng canh bdo )
N %

Hinh 1. So d6 thuat toan kiém tra thong s6 DNS
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2.4.2. Co ché kiém tra hoat dgnglkhdng hoat déng cia Website

~ Débiét tinh trang hoat dong/khong hoat dong cia mot Website, ta dua vao ba tiéu
chi dé kiém tra (DNS, HTTP Request, va IP) nham biét tinh trang hoat dong cua Website,
duoc trinh bay chi tiét nhu trong Hinh 2.

e Kiém tra DNS: Kiém tra xem dia chi IP dang xét co ném trong danh sach dia
chi IP- ma DNS phan gidi hay khong. Neu phat hién thay dia chi IP dang xét
con trong nam trong danh sach 1a binh thuong, nguoc lai thi canh bao;

e  Kiém tra HTTP Request: Khi ta giri yéu cau ma Website tra vé trang thai hoi
dap (response) la 200 nghia la binh thuong, nguoc lai thi da xay ra van dé
trong két noi véi Webserver nén can canh béo;

e Kiémtra IP Public: Ta gui goi tin truy van ICMP (Internet Control Message
Protocol) dang “echo-request” dén cho may dich va lang nghe goi tin hoi dap
ICMP “echo-response” Néu goi tin hdi dap tra vé 1a “thanh cong” thi két noi
dén may chit Web binh thudng, nguoc lai thi ta s& canh béo.

-l
o

Béat déu
—»

¥ h 4 h 4

Kiem tra HTTP Kiém tra IP Kiém tra DNS
Request

_Dfa chi IP khéng ¢
dm trong dai dia chi

hat hién timeout >——

Y

Canh bdo

F 3

h

Két thiac

Hinh 2. So' @6 thuat toan kiém tra hoat déng/khéng hoat dong cia Website
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2.4.3. Co ché phét hién thay déi tinh toan ven

Mot Website muén hoat dong tbt va an toan thi viéc dau tién chdng ta can phai
lam 1a bao vé thu muyc chira ma ngudn cua Website trén may chi Web. Moi thu muc, tap
tin can bao vé lién tuc 24/24. Vi chi cin mot thay doi nho trén tap tin cdu hinh c6 thé dan
dén Website hoat dong sai léch, hoac céac tap tin bi chen thém hoac xda noi dung. Tham
chi ¢6 nhiéu tap tin doc hai duoc cac ké tin cong dua 1én va duoc thay d6i lién tuc nhiam
qua mat cac phan mém chdng virus. Vi vay, phuong phap ndy &p dung ham bam va ddi
sanh chudi dé kiém tra sy thay doi, thém xo6a tap tin, so 6 thuat toan nhu trong Hinh 3

e T ~ T
vl N
File Source /" ( File Destination )
~ - S -
\-\"'\-\_\_ _,_:-"".. l‘h"\—__ _,_:-"/

Message Digest Message Digest

N .

g
f
{

i

7 ~. rd . Y
<__Different? >—v=»(  Warning )
“‘x_\ .. /../ ~_
|
No
¥
( ok )
N S

Hinh 3. So' @6 thuat toan kiém tra sy thay doi

Véi co ché nay, tac gia xay dung co ché phét hién thay doi ma ngudn, giam sat
thu muc hoac gidm st tap tin.

2.4.4. Co ché phéat hién thay déi co sé dir liéu (CSDL)

Dé biét duoc sy thay doi théng tin trong CSDL ta theo di nhitng hanh dong cua
Hé quan tri CSDL dé biét thong tin gi da duoc thay doi trong CSDL, tir d6 c6 thé kiém
soat dugc nhitng van dé co thé anh huong t6i thong tin da Iuu trir trong CSDL. Trong
SQL Trace, cac su kién duogc thu thap néu chang 1a thé hién cua céc 16p su kién dugc dic
ta trong dinh nghia truy vét. Cac su kién nay duoc loc theo vét hodc dugc dua vao hang
doi dé xem xét. Cac nguon sy kién (event source) cé thé 1a ngudn tao ra cac sy kién truy
vét nhu cac cau 1énh Transact-SQL (select, insert, update, delete...) Sau khi mot su kién
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xay ra, néu chiing thugc cac 16p su kién dugce dinh nghia trude d6 thi ching s& duoc thu
thap. Trong bai bao nay, tac gia tao tap tin truy vet (file trace) dé theo doi Database (dung
trong phan mém Microsoft SQL Server 2008) cua Website bao gom cac sy kién sau:

e  Phan tich thay ddi trén tai khoan (user) gom: Tao tai khoan, xo4 tai khoan,
cap/huy quyen cua tai khoan;

e  Phan tich thay doi trén bang (table) gom: Tao bing, x04 bang, thém cot, xod
cot, thay doi kieu dir liéu, thém/xoa khoa chinh, khoa ngoai;

e  Phan tich thay doi trén Trigger/Store Procedure gdm: Tao/x04, sua;

e  Phan tich thay doi kich thudc/ciu tric Database: Thay ddi dung lugng tap tin
(dix liéu, log), thém tap tin.

Sau mot khoang thoi gian dinh trude, ching t6i doc dit liéu tir tap tin truy vét dé
theo ddi, loc va chuan hoa cac thong tin thao tac dén dir liéu cua Database trong khoang
thoi gian trén. Mo hinh nhu trong Hinh 4.

‘Seripttxt |

sp_lrace_create .

(Transact-SQL) —

sp_trace_generateeve » Read and >> << - __—

nt (Transact-SQL) Execute

/ : Agent
Trace File

Hinh 4. M6 hinh giam sat Database trong SQL Server
2.4.5. Co ché phat hién tan cong lam té liét Website

Khi bi x&m nhap, ké tan cdng c6 thé kiém soat dugc Website hoic may chu Web,
khi d3 chiém duoc quyén quan tri thi ké tan cong (hacker) s& vo hiéu héa cac tng dung
c6 lién quan nham che day hanh vi, dé dang can thiép sau vao hé thong. Mot s truong
hop duoc bao mat tét thi khi khéng xdm nhap duoc chang s& tim cach danh sap hoac lam
té liét hoat dong cua Website/Webserver. Mot ki thuat dugc sir dung phd bién Ia tin cong
tir chdi dich vu (Denial of Service attack - DD0S/DoS) ma so khai nhat 13 hinh thic DoS
(Denial of Service), tiép dén la tan cong tir chéi dich vu phan tan (Distributed Denial of
Service - DD0S) va tan cong theo phuong phap phan xa phan tan (Distributed Reflection
Denial of Service - DRDoS). Bé giai quyét truong hop ké tin cong pha huy chuong trinh
giam sat hay bi tAn céng tir chdi dich vu 1am té liét may chu Web. Téc gia dé xuat sir dung
mo hinh Agent — Controller (Hinh 5). Agent chinh Ia mot ing dung duoc cai dat trén cac
may chu. Controller 1a trung tdm giam sat dugc cai dat trén mot may doc 1ap vai may chu
Web, Controller nay s& tiép nhan céc thdng tin tir Agent goi vé&. Véi md hinh nay giita
Agent va Controller s€ duy tri kénh lién lac riéng su dung Advanced Encryption Standard
(AES) dé ma hoa cac thong diép trao ddi va dinh ky Controller s& gai thong tin lién lac
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dén Agent, néu mat thong tin lién lac trong mot khoang thoi gian nhat dinh thi s& canh
bao.

Agent

F)

i,
Q:(N Controller
Agent

g A——— T — EE

TCP/IP Protocol

Agent :—; o
g <

Hinh 5. M6 hinh Agent - Controller
2.4.6. Co ché phat hién thém mdi nguroi ding trén hé thang

Hacker thuong dung phuong phap thém méi ngudi ding dé co thé chiém quyén
trén may tinh. Chinh vi vay phai c6 phuong an phat hién thém méi nguoi dung trén may
tinh dé kip thoi canh bao. Bé phat hién thém maéi ngudi ding, hé thdng s& quan ly danh
s&ch cac ngudi ding dang co trén may tinh. Hé théng s& quét qua may tinh 1y danh sach
ngudi ding trén hé thdng, sau d6 luu lai. Lan tiép theo lai quét qua may tinh liy danh
sach ngudi ding 1én va so séanh véi danh sach da luu trude d6. Néu phat hién co bat ky
nguoi ding nao maéi lay khong c6 trong danh sach trude d6 nghia 1a da dugc thém mai.
Hé thong s& guri thong tin cho nguoi quan Iy hé thong biét dé cd thé kip thoi ngan chan
hanh vi x&m nhap hé théng (Hinh 6).
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Bat dau

Quét qua hé
théng

|

L4y danh sach tat ca
cac User co trong hé
Sai théng

(list new user)

Lwu lai danh
sach User
(list old user)

Count(list new user) > Count(list old user)

Canh bao

Hinh 6. So' @ thuat toan kiém tra sy thay déi cia ngudi ding
2.4.7. Co ché giam sat thay déi néi dung

Dbi vai mot sé Website khong cho phép cai dat Agent giam sat vao may cha. Do
d6 nhom tac gia dé xuat can c6 co ché giam sat thay ddi noi dung tir xa (Hinh 7). Dé phat
hién sy thay doi van ban trong mot trang Web thi can phai thu thap tat ca cac van ban
trong trang Web d6 roi tién hanh phan tich, danh gia van ban bi thay d6i nhu thé nao. Chi
tiét dugc trinh bay nhu sau:

e  Buoc 1: Khai bo thdng tin Webpage: Hé thong nhan dir ligu dau vao la
Webpage can dugc so khaop (Webpage check);

e Buodc 2: Lay tai lieu HTML cua Webpage: Toan b ma ngudn cua trang Web
duoc lay vé dinh ky do ngudi diing xac lap san;
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Bur6c 3: Luru tat ¢d van ban xuéng co s¢ dit liéu: Muc dich luu van ban xudng
co sé dit liéu 1a dé d6i sanh cho lan kiém tra tiép theo. Dir liéu sau khi duoc
ldy & Budc 2 s& duoc luu xudng co sé dit liéu trong 1an lay dau tién (dit liéu
mau), c&c lan sau viéc luu dit liéu do nguoi dung chi dinh;

Buéc 4: So sanh doi chiéu van ban: Kiém tra d6 dai cua van ban bang cach
so sanh d6 dai noi dung vin ban vira lay duoc véi ndi dung vin ban da duoc
luru trude d6, néu ti 18 gitta d6 dai van ban méi ldy so véi d6 dai da luu vuot
gua mot hang sé ngudng da cho trudc (<50%, hoic do ngudi dung chi dinh)
thi dua ra canh bao, nguoc lai, chuyén sang Budc 5. Kiém tra cum tir bt budc
co trong Website. MJi Website déu ¢ cac cum tir dic trung cua co quan,
cong ty, t6 chirc (nhu copyright (tén cong ty, co quan,...)). Bang cach tim
kiém noi dung cua cac cum tir ndy trong ndi dung hién tai cua Website, néu
bat cir cum tir nao ma khéng tim thay thi dwa ra canh bo, nguoc lai, chuyén
sang Budc 5. Ham kiém tra dugc minh hoa nhu sau:

isCheck & FindNotExistText(subString, parentString)

Trong d6 ham FindNotExistText(subString, parentString) la ham st dung
thuat toan BoyerMoore dé tim sy ton tai caa chudi can tim (subString). Néu
isCheck = true nghia 1a khong c6 su mat mat nao (binh thudng) nguoc lai 1a
canh bao.

Kiém tra cum tir khdng bao gid cho phép xuat hién trong trang Web. Cac cum
tir nay thuong 1a c4c cum tir ma tin tic thuong dé lai sau khi tan cong vao
mot trang Website nao d6, nhu “Hack by...”. Bang cach tim kiém noi dung
ctia cac cum tir nay trong ndi dung hién tai cua Website, néu bat ctir cum tir
nao ma dugc tim thiy thi dwa ra canh béo, nguoc lai, chuyén sang Budc 5;
Kiém tra sy ton tai ciia cum tir kha nghi twong tu nhu cach kiém tra sy mat
mét cum tir nhung khac vé gia tri tra vé cia nd 1a nguoc lai. Tuc 13, isCheck
= true nghia 13 xuét hién cum tir kha nghi va s& canh béao, nguoc lai thi binh
thuong;

Bueéc 5: Tir két qua xir ly caa Module Crawler, thay vi st dung truc tiép thuat
toan dbi sanh chudi dé so sanh ngay va tim ra sy thay doi cia Webpage,
phuong phap dugc dé xuit s& st dung thuat toan MD5 (Hash) dé bam két
qua thanh mot chudi dé luu trir va so sanh véi két qua bam trudc do. Néu két
qua bam & thoi diém hién tai c6 sy thay d6i so véi két qua bam da luu trix
trude d6 s& dong nghia véi viec Webpage da thay doi vé noi dung. Luc nay
hé théng mai tién hanh &p dung thuat toan ddi sanh chudi dé so khop
(Comparator) cu thé trén toan bo Webpage. Dé 1am tang tdc do cua phuong
phap dé xuat, hé thong bd sung thém Module Tree Builder nham chia nho
Webpage thanh nhiéu phan theo ciu tric HTML cua cay truéc khi so sanh.
Vi vay, khi phat hién Webpage bi thay d6i & phan ciu tric nao, hé thong s&
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chi so khép phan néi dung cua ciu trac d6 bang ddi sanh chudi thay vi so
khép toan bo Webpage;

e Budc 6: Sau khi co két qua so sénh, két qua s& dugc luu trir va chuyén qua
b6 phan canh béo.

Nhu vy, trong phuong phép nay, hé thng s& giam duoc thoi gian vi da khong
can phai luén so khop bang d6i sanh chudi & moi giai doan cua phuong phdp ma chi ap
dung khi chic chin Webpage c6 su thay dbi. Thém vao dé, cau tric cdy sé gisi han pham
vi thay d6i cua Webpage nén khi ap dung dbi sénh chudi s& hiéu qua hon.Vdi co ché nay,
c6 thé kiém tra sy mat mat cum tir va su xuat hién tir kha nghi dé nhan biét Website c6
binh thuong hay khong.

Presentation |pmmmmmd Notification

Webpage check (new

and old webpage) @

Crawler Tree builder

Hinh 7. So d6 thuat toan phat hién thay déi ndi dung
2.4.8. Co ché canh bao

Ngudi quan tri hé théng khong phai luc nao truc hé thdng 24/7 dé c6 thé xem
chuong trinh thong bao 15i ma théng tin canh béo can gui dén thiét bi hodc phuong tién
gan giii voi ngudi quan tri. Viéc giri thdng tin canh bao s& duoc giri mot cach tu dong boi
chuong trinh. Dé tranh gai qué nhiéu canh bao, céc théng tin s& duoc xt Iy va duoc gui
dén thanh phan xt Iy loc dit lidu (sir dung thuat toan C4.5), thanh phan nay sé tién hanh
loc dé biét duoc thong tin nao can thiét phai canh bao, luu vao CSDL, xuét ra giao dién
ngudi ding. Cac thong tin nghiém trong can canh bao s& duoc gui qua E-mail va SMS
theo thoi gian thuc. Cach thirc xur 1y trong co ché canh bao duoc minh hoa nhu sau:

Mot tap dir liéu khoang 10,000 ban ghi cac thugc tinh (HTTP, Redirect, IP, DNS,
Timecheck, Lengthtext, Existstext, Notexiststext, Changestext, va Result) da duoc kiém
tra vé d6 chinh xéc cua két qua defaced hay khong defaced. Tap dit liéu nay s& duoc dung
dé huan luyén va 5000 ban ghi s& dung de lam tap dit liéu kiém tht. Trong qua trinh giam
sat khi nhan duoc céc canh bao goi vé, néu cac canh bao co cac dau hiéu bat thuong, cac
thong tin d6 s& duoc bd phan canh bao dua vao thanh phan xt 1y loc di liéu. Sau khi kiém
tra, bo phan nay s& quyét dinh mutc d6 néu can thiét s& gai email va SMS dé canh bao dén
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nguoi dung hodc bo qua canh bao, chi ghi nhat ky. Viéc sir dung thanh phén xu ly loc dir
liéu (st dung thuat toan C4.5) sé gitp han ché bét cac canh bao trang lap.

3. PHUONG PHAP DE XUAT
3.1.  Kién tric hé théng

Hé thong dugc thiét ké bao gdbm giao dién bo giao tiép (User Interface-Ul) va hai
phan hé: Anti Website Deface Server (AWDS) va Anti Website Deface Clients (AWDC)
nhu mé ta trong Hinh 8, trong do:

e UL Thyc hién vai tro tiép nhan thong tin tir nguoi dung chuyén tiép dén hai
phan hé AWDS hoac AWDC dé hién thi thong tin két qua;

e  AWDS: Gidm sét tap trung, nam trong hodc cing h¢ thong mang cuia hé thong
Webserver dé tong hop thong tin va thuc hién canh bao khi cé cac thay doi;

e AWDC: Pugc cai dat trén cdc Webserver dé thu thap thdng tin, giam sat
Website, Database va giri vé cho AWDS phén tich, phét hién cac dau higu
bat thuong. AWDS va AWDC giao tiép truc tiép véi nhau qua giao thic TCP
(Transmission Control Protocol) va qué trinh giao tiép nay duoc ma hoa bang
Advanced Encryption Standard (AES).
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Hinh 8. M6 hinh kién triic hé thong
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3.2. Mo hinh xir Iy co ché phén tich va phat hién sy thay d6i ciia Website

3.2.1. M0 hinh xu& ly AWDC

M® hinh Use-Case cia AWDC dugc biéu dién nhu Hinh 9.

Kiém tra
thay d6i
folder

Kiém tra xam
nhap qua tai
khoan ngwéi ding

., extends S wextends

Kiém tra thay

4 I dai file
Phén tich
thay dai

< aextends

Giam sat
Database

cacmu:lude»ﬁ

gincludes

Tao mei
wehsite

Kich hoat
hé thong

Hinh 9. M6 hinh Use-Case caia AWDC
3.2.2. M6 hinh xu& ly AWDS

Mb hinh Use-Case cia AWDS dugc biéu dién nhu Hinh 10.
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Logout

Check client Connect

Conﬁgure emall

Conﬂgure Sm\

Conflgure ST / User Y

Reset website
Delete website

Add website

Repon up down

Auto check website Check website

Hinh 10. M6 hinh Use-Case caa AWDS

3.3.  Chirc ning ciia h¢ thong
3.3.1. Phan h¢ AWDS

Phan hé AWDS thyc hién mét sé chirc nang nhu: (1) Theo dai trang thai cac may
cha Web c6 cai dat AWDC, tong hop béo céo tir cac AWDC giri vé dé thdng béo cho
ngudi giam sat bang hinh thac Email hoic tin nhan SMS khi phét hién Website bi tan
cong; (2) Thong bao cho cac AWDC chuyén trang thai Website bi tan céng sang trang
thai bao dong; (3) Phat hién nhiing thay d6i hoic ngat két ndi gitta AWDC véi AWDS;
(4) Giam sat viéc hoat dong/dirng caa Website; va (5) Giam sat chinh xac cac thong sb
cau hinh cia Website DNS, IP. Ddi v&i cac Website giam sat ma khong c6 cai dit duoc
AWDC h¢ thong tu phan tich va dua ra cac canh béo. Tuy nhién chirc nang giam sat chi
thuc hién duoc cac chirc nang da néu tai cA&c Muc 2.4.1; 2.4.2; va 2.4.7.

3.3.2. Phan h¢ Anti AWDC

Phan h¢ AWDC thuc hién mot s6 chire nang nhu: (1) Phat hi¢n sy thay ddi vé cau
trdc, thanh phan s6 luong va kich thudc, tén cac cdu phan cua Website; (2) Phét hién su
thay doi vé cau trac, thanh phan, thudc tinh, di twong, tén cac cau phan cua Database
Website; va (3) Thém ngudoi ding trén hé thong.
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3.4. MBbi truong phat trién ving dung

Hién nay c6 mot sé ngdn ngit 1ap trinh nhu Java, .Net, ... véi nhitng uu va nhuoc
diém khac nhau. Trong do, cong nghé .Net la pho bien trong xay dung phan mém nho
tinh bao mat, chuyén nghiép, kha nang xtr ly truc tiép va linh hoat tai cac may tinh khach,
va kha néng tuong thich tot khi tich hop véi hé thong khéc. Vi vay, tac gia chon cong

nghé .Net dé cai dit phan mém “Anti Website Deface” véi cac yeu cau chirc ning hé théng
da dat ra.

4. KET QUA THU NGHIEM
4.1. Danh sach cac Website thir nghiém

Cac Website thir nghiém déu thoéa man yéu cau vé cong nghé nhu Hé diéu hanh
Windows, H¢ quan tri Co s¢ dir liéu Microsoft SQL Server 2008 (Bang 1).

Bang 1. Dia chi cac Website thir nghiém

STT Thoi gian bia chi Website thir nghiém
1 16/7/2017 — 19/8/2017 http://hufi.edu.vn

2 16/7/2017 — 6/10/2017 http://fit.oktot.com

3 22/8/2017 — 15/9/2017 http://dnpu.edu.vn

4.2. Cac két qua thir nghi¢m

Chiing t6i da trién khai tam kich ban thir nghiém khac nhau va s Ian thir nghiém
14 50. Céc két qua thir nghiém dugc trinh bay trong Bang 2.

Bang 2. Cac kich ban thir nghiém

STT Kich ban thir nghiem So6 lan thu Dat yéu Khong dat  Tylé

nghiém cau yéu cau thanh cong
1 Thay ddi hinh anh trén trang Web 50 50 00 100%
2 Panh sap Website 50 50 00 100%
3 Thay ddi thu muc 50 50 00 100%
4 Thay ddi tinh toan ven cua File/page 50 50 00 100%
5 Up Shell 50 50 00 100%
6 Thay ddi trén Database MS SQL Server 2008 50 50 00 100%
7 Redirect Website 50 50 00 100%
8 Thay dbi ngudi dung trén may Webserver 50 50 00 100%
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Két qua canh bao s& dwoc giri dén cdc quan trj vién cua ba Website qua hai hinh
thac la giri Email va tin nhan SMS. Sau day 1a mé ta cac kich ban thu nghiém:

Kich ban 1: Thay déi hinh dnh trén trang Web: Cac hinh anh cua Website
dugc luu trir trén thu muc chfg:a ma hguon Website. Gia str vi mét ly do nao
d6 cac hinh anh nay bi thay doi, yéu cau phai c6 canh bao;

Kich ban 2: Banh sdp Website: La cac truong hop Website khong truy cap
duoc, may chu bi tat, bi tan céng tir choi dich vy, dich vu may cha Web bi
tat;

Kich ban 3: Thay doi thu muc: Thu muc m& ngudn Website bj x6a, ddi tén;

Kich ban 4: Thay déi tinh toan ven cua File/Page: Céc File/Page bi thém,
x0a, stra, chén ndi dung;

Kich ban 5: Up Shell: Céc tap tin duoc dua trai phép 1én thu muc ma ngudn
Website;

Kich ban 6: Thay doi trén Database MS SQL Server 2008: Thay doi cac théng
tin trén co s¢ dit liéu nhu mé ta trong Muc 2.4.4;

Kich ban 7: Redirect Website: Trang Web bi chuyén hudng truy cap do bi
chén méa nguon, bi thay doi IP dén trang Web gia mao;

Kich ban 8: Thay déi ngwoi dung trén may Webserver: Thém, xda tai khoan
trén may chu Web.

5. KET LUAN VA HUONG PHAT TRIEN

Nghién ctru ndy da trinh bay mot hudng tiép can bai toan hoan toan khac so voéi
cac phuong phép cii trude day. Phuong phap dé xuat mai nay dua trén sy két hop ham
bam MD5 va thuat toan dbi sanh chudi va thuat toan cay quyét dinh di mang lai két qua
rat kha quan trong viéc gidm sét, c6 thé phét hién su thay doi giao dién, noi dung cua
Website mot cach nhanh chdng, kip thoi theo thoi gian thuc. Két qua thuc nghiém cho
thdy céac thay doi nhu chén thém noi dung méi, x6a hay sira noi dung cii cia ma nguon,
giao dién Website. .. déu duoc phat hién va canh bao chinh xac. Tuy nhién, phuong phap
dé xuit ciing méi chi phil hop véi cac Website c6 tan suét thay d6i noi dung it nhu Website
ctia s¢ ban nganh, cac truong dai hoc... Trong cac nghién ctu tiép theo, ching t6i s& cai
tién dé tng dung c6 thé phi hop vai nhiéu loai Website hon nita.
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